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ABSTRACT

As the implementation of export controls is spreading, the importance of classifying strategic items is increasing, but
Korean export companies that are new to export controls are not able to understand the concept of strategic items, and it is
difficult to classifying strategic items due to various criteria for controlling strategic items. In this paper, we propose a
method that can easily approach the process of classification by lowering the barrier to entry for users who are new to
export controls or users who are using classification of strategic items. If the user can confirm the decision result by
providing a manual or a catalog for the procedure of classifying strategic items, it will be more convenient and easy to
approach the method and procedure for classfying strategic items. In order to achieve the purpose of this study, it utilizes
deep learning, which are being studied in image recognition and classification, and OCR(optical character reader) technology.
And through the research and development of the support tool, we provide information that is helpful for the classification
of strategic items to our companies.
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Fig. 1. Process of Online Self-Classification
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Fig. 2. Architecture of AlexNet(1)
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Fig. 6. Training Process of Deep Learning

Table 2. Collected Images

Ttems Number of Sample Images
Images

Firewall 176 ; i—

s | 143 Q il
b 1
Valve 312 e m
B
Pump 233 :‘A‘P

Table 3. Selected Images

Category number of images
Original Selected
Firewall 176 147
Integrated
Circuit 143 9
Valve 312 264
Pump 233 197
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Table 3. Generated Image Sample

original rotation flip Z0oom

Table 4. Number of Generated Images

Type number of images
Original Generated
Firewall 147 8,581
Integrated 91 8,399
circuit
Valve 264 9,625
Pump 197 8,959
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Table 5. Result of Training
Training| Accuracy (%)
Time
rate F/W | IC |Valve|Pump| Ave.
0.03 2518 | 91.0 | 95.0 | 99.0 | 91.5 | 94.1
0.05 2526° | 91.5 | 97.5 | 99.5 | 92.0 | 95.1
0.07 2329° | 86.0 | 935 | 97.5 | 88.0 | 91.2
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Table 6. Keywords for Classification of

Information Security Items

Type Contents

AES, TEA3, 3-DES, SEED, RSA, ARIA,
ECC, ECDH, ECDSA, RC5,
Diffie-Hellman over Z/pZ,
Diffie-Hellman over an elliptic curve

Algorithm

SSL, TLS, SSH, SSHv2, HTTPS, IPsec,
MACsec, VPN, SCP, SFTP, SNMP v3,
LTO, IBM IMM, FDE, PGP, WEP,
WPA-PSK, WPA-TKIP, WPA-EAP,
IProtocol | AES-CCMP, WPA, WPA2, WPA-2PSK,
TKIP, HP Insight control, TrustSec,
Supervisor Engine, HP iLO4, GETVPN,
LDAP, H.235, EMC OneFSOS, SED,
wireless HART, SRTP, ZRTP., S/MIME
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